CYBERATTACK RESPONSE CHECKLIST
What To Do the Day After an Incident
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1. STABILIZE OPERATIONS
· Identify affected systems (email, files, finance, etc.)
· Take compromised systems offline
· Activate backup/manual processes
· Prioritize critical functions
· Assign incident response lead
2. SECURE COMMUNICATION
· Switch to out-of-band communication (non-compromised tools)
· Confirm staff know where to get updates
· Establish single source of truth
· Set regular update cadence
3. ASSESS IMPACT
· Determine affected systems, accounts, and data
· Identify potential data exposure
· Engage cybersecurity experts
· Preserve logs and document timeline
4. LEGAL & COMPLIANCE
· Identify breach notification requirements
· Consult legal counsel immediately
· 
Review contracts and obligations
· Prepare required notifications
5. MANAGE COMMUNICATIONS
· Notify leadership and board
· Prepare clear stakeholder messaging
· Communicate known facts only
· Monitor and respond to concerns
6. COORDINATE LEADERSHIP
· Hold regular executive briefings
· Delegate non-incident responsibilities
· Track decisions centrally
· Plan for multi-day response
7. RECOVER SYSTEMS
· Verify systems are clean before restoring
· Reset passwords + enforce MFA
· Restore from validated backups
· Re-enable systems in phases
8. REBUILD TRUST
· Validate data integrity
· Review and reduce access permissions
· Communicate when systems are safe
· Support staff during transition


9. MAINTAIN CONTINUITY
· Implement temporary workflows
· Prioritize high-impact services
· Track operational disruptions
· Keep stakeholders informed
10. LEARN & IMPROVE
· Conduct post-incident review
· Update response plans
· Identify gaps and risks
· Schedule tabletop exercise
LEADERSHIP CHECK
· Can we operate if systems stay down?
· Do we have reliable backup communication?
· Are we meeting legal obligations?
· Is response coordinated and controlled?


REMEMBER
Recovery is not just technical — it’s operational, legal, and reputational.
Focus on continuity, clarity, and coordination.
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